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Ashwood, Spencer Academy online safety policy
This documents should, be read, inv conjunctions with the: Why, and, how we teachs online safety @ Ashwood,
Spencer Academy, (appendis 1).
policy, the computing (subject) policy and the: document titled: Why, ands how we teach, online safety @ Ashwood,
Spencer Academuy (please see this in appendis |).

Whiting and, remieming, the, onlines safetyy policy
The Online Safety Policy s important to- the: School, Derelopment, Plary and, relates to- other policies including
. Th@schooLdeappombmordmeso}@Coor\dmaton Atﬂwﬁnwo!lvw*ihn%ﬂu&l&ﬂ\mepuhng
Subject Leader.
e Our Online Safety Policy has beer writtery by the school, building on local, and, national guidance
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Teaching and learming,
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Interneb use: will: enhance learing
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including the skills of knowledge location, retriesal, and, emaluation. Tt is important that pupils learn not to-



I!lsfﬂ#o%pupdsdwoovepunsmtablesdesaﬂwURL (address), time, dafband/wntawbmustber\epm\te,d/to
AIT Services, and, (where; appropriate) the school's Online Safety Coordinator.
wpimhtlw

Manoging Internet; Access

The school, uses BT Broadband, prosided by AIT services with its Jirewalls and, filters.

Use of, Email, (pupils)

Use o ‘banned’ words is detected and, logged throughy the, school's infernels Jiltering system.
swn&wagza&@leﬁmvwﬁibmomsdwobhmded;papﬂ\wouldb&

telephone number. SWWW’MWMWMW@WWWMGDPR
guidance.

The Principal, will, take: oseralls editorial responsibility and, ensure that: content is accurate and,
appropriate:

Pubhshng;si‘o#andzpupdus«umge&ondzwonb

the school website o published, vias social media (Jor eig. onv Twwitter).



*  Social nebworking sites and nesgroups will, be: blocked unless as specific use is approved.
location, this s irv line withy the SMART internet saflety objectires taught: throughouts school. Examples
muldmdudauseojlmmm&oddms&mobbwbndhnephonemmb@&,nmoflsdﬁmbIM
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o The school will work iy partnership with the ALT Services to- ensure liltering systems are as effective as
possible.

o I} staf) or pupils discover unsuitable sites, the URL, time and, date must be reported, to- AIT Services and,
(where appropriate) the school Online Safety Coordinator.

e The Online Sofety Coordinator, with, support from senior staff, wills ensure that regular checks are made
MWMWMWMWWWMW(N@TMWQ

danger inv testing’ the system to- try to- access inappropriate materials as when it is picked up by AIT it
will be traced, back and, the perpetrator will then have to prove their innocencel It is adwisable that
AIT are notified of such tests BEFORE these checks are due to- commence).

M . . t ' | .
o Emenrging technologies will be examined Jor educational benefit and o risk: assessment; wills be: carnied out

b@]lor\eusewschoobt&ouowedwhmappx\opnaba

*  Mobile phones will not be used, during lessons or during ‘official;” school time. Staf} are; aware that
inappropriate text messages is forbidder

. Smmwbbemad@wm&awm%msm#mwﬁdwmm%tﬁ/m I}stayl
‘no- caller ID" option

Protexhng,Pa\sonuLdam
* Personal datas will be recorded, processed; transferred, and made amvailable according to-the Data
Protection, Act 1998 and, irv line withy GDPR regulations.

Policy Decisions & Responsibil

Authorising Infernet access
o Al infemneb use inv school by pupils MUST be supervised.
o The school WILL maintair as current record of alls staff and pupils who- ares granted, internet access.
e Al users MUST read and, abide by the age appropriate Acceptahle Use Policy on an annual basis.
o InEYFS and Key Stage |, access to the internet, WILL be by adult; demonstration (where necessary)

e InKS2 lbL&apP:\opNate, abwtmmmm}ohpupd&wmthemmmm}r%dmm Pupil&
MUST be made aware that failure to- Jollow- the expectations Jor correct internet usage MAY lead, to
internet; restrictions irv the future:



Parents WILL b@askedﬁgsugnandmdumawnsenb}otmtoshowﬂﬁﬂé/hmnead discussed and
ACCEPTEDthercepiablf/ Use Polmg/mbe}ml{lo}fhw child/rer

Assesslng/r*isk&

Inv common with other medias such, as magazines, books and, video, some material, amvailable via the
internet is unsuitable Jor pupils. The schooll WILL take all, reasonable precautions to ensure thats users
content, &wnotpow&bletogwm&e&ﬂwtmw&abl&nwbambwdbwappmnm@sd\mbwmpm
Neither the school nor the, Trust carv accept liability Jor the materials accessed, or any consequences of
internet access.

The PNnapaLandJOnhano#hé/CoordmabO{\WILL ensure thal the: Online Safety Policy s implemented,

Handhng:onhmso}eb&:complmnf&

CW@IWWWWWILL b,edeolbvwﬂvbg@mmmb@qflsm% Irvﬂv@}mst
instance this may be the Computing Subject Leader, Year Group Director or asmember of SLT. The

PNnolpaLWILL b@m}or\medaboui‘/all/mudent& Alogzoflsuf}nmdda\f&WILL be maintained orv
CPOf\/\sandeox\eni&MAY be made amare.

Any complaint about staff misuse MUST be referred, to the, Principal who WILL use the agreed Trust
procedures.

Complaints of a child protection nature WILL be dealt: with, inv accordance with agreed, child protection
Pupils and, parents WILL be informed, of the complaints procedure.

Sandion&‘flonmi'ﬂ\rwi}rmsus@f\/\AY include:

- recording the incident, ons CPOMs

- removabojlmfmvwbo&computwacoes&ﬁon@wmmpﬂ\od*

Conmuuub*useo}tl'melntex\neb

The school WILL liaises with, local, organisations to- establishy o) common approach to- online safety as
and when the need arises.

The school WILL work withy Trust partners throughs the: Computing Subject Leaders group to- share best
The school WILL be sensitive to- internel related, issues experienced, by pupils out of school, e.g. social
nebworking sites, and WILL offer appropriate adrice to- pupils and parents.

Communications Pol.icg,

Agreed; rules for Internet; access will be made arailable to- alls teachers to- share with their pupils.
Teachers may decide to display these agreed, rules ir their classroomu

pupils.
AWWWWMWMMWMMW%OWS%CMW

pupils inv schools (July 2020)



Staf and the: Online Safety policy
. AU/sfﬂglwill/beasked/whead/and/adimﬂwSM'SOWSOMPWWCPOM&
o Staf) should be aware that internet traffic can be monitoreds and, traced to the individual, user.  Discretion

e Parents’ attention will be: dramwn to the School's Online Safety Policy via the school's website and,
parents will, be irwited to- attend, Online Safety Training to support their understanding of Online: Safety,
Mlﬂblf/omdas&dqo Twitter and the school's website.

Wiittery by Timothy Beer, Computing subject Leader
July 2020 (Rensiom- date: August 2022)



Appendix |: Why and, How we teach, Online Safety ab Ashwood: Spencer

l. Whai‘;ls«onlln&sa}d‘g/

Online safety, ofterv referred to- as ‘internet safety, ‘e-safety’ or ‘web safety, is usually defined as the safe and
responsible use o} computing technologies. This includes a range of different technologies and, the use of the
internet and, encompasses the use of communication technologies using electronic media (e:g: text messages,
Irv practice, online safety is' as muchy abouts one’s beharmiour as it ts abouls one’s electronic security. Online safety
o Confachbang/subéeci@dtohmwmmwmw&ﬂvoﬂw@uws

o Conduch personal online behamiour that increases the likelihood of; or causes; harmu

2. Why we teach online safety ab Ashwood: Spencer Academy

2012, OFSTED added online safety to their school inspection requirements and, these requirements extended way
bﬂéond;ﬂ\@dawm ermnpa&smgz’d’w“wholesd'woboonmmmbaf W«ﬂﬁmﬂ\esohool&expededsoopeoﬁdehww

Our online safelyy aims:

e To enable childrery and young people to be responsible Jor their use of the Internet.

e To help childrery and young people derelop internet skills and, use information they, find, online wisely

o To ensure we demelop respectfuls and considerate internel; users.

o To help childrery and young people avoid embarrassment; or humiliations wher online.

o Tokgepchﬂdmvw@wmg/peopl@soﬁe}rormpnedotomgaduﬁ&

o Tohdpd\ildx\emmd;goungzp@opl@wo{dp}\g&deﬂmgm

e To educate childrern and young people about: the dangers of becoming victims o crimes such, as identity,
theft and, Jraud.

° TOWMMWWW@‘M,memm#W

childrerv know what to- doto- STAY SAFE ONLINE.

Adults: teachers, parents and carers, are sometimes oser-cautious or oser-protective iy their responses to- these
dangers. The Byron remiew - Safer Childrer in av Digital, World, (2007) highlights the need to- help childrery and,



how to- deals withs issues that: arise.

Inv teaching online safety, we will, endeamor to- strike o balance bebween encouraging the safe use of computing
technologies BUT to give children the expenience, skills and knowledge to- use it sensibly and safely. The
Internet is @ powerful, and, exciting tool and, when used, with, safety guidelines irv place, prosides many, benefits

We also have an obligation to- supporting children; young people, parents and, carers so- that they know where to

3. Whabshmﬂd:b&taughband:hovw?

The teaching of online safety should Jocus on the Jollowing 3 areas:

all teachers responsible Jor covening the subjects on a regular basis (ab least annually, as highlighted, in the
sdonsCompuhng/Long/TeJm Plan). Mostq]lﬂ\wfeadnmgzwdbpxobabhybedumngwnpuhngtmc}\mghmebub
mb@dm&a&pw\tofloﬂ\msubd'@d&}or\o.% PSHE.

Staf) are encouraged to- looks for cross-curricular links wher covening Online: Safety, to- strengthen children and,
young, people’s understanding of the subject throughs PSHE, citizenship, literacy and other subjects.

At Ashivood, Spencer Academiy our teaching of Online Safety follows SMART objectives (see: appendix 2) and,
are encouraged to- trust children, with using the internet inv a more independent nature: and, with, increasing,
regularity. CHILDREN IN KS2 MUST BE TAUGHT ABOUT THEIR RESPONSIBILITY - and, with i the

At the heart, of, our Internet Safetyy teaching is the, Acceptable; Uses Policy for the, Tntemet. We have 3 suchy
policies which reflech our progressixse teaching of online safetiy. The, Acceptable Use, Policy for EYFS, KSI and

KS2 m%w%wdwm&/mmaﬂgmdm@mmmﬂgwwmwwwmmm

rules inv their classrooms. These rules are also- published onv iPad, and, laptop trolleys and, irv the: Computing,
Cupboard, where equipment; s centrally storeds The rules outline safe and, responsible behaviour online and,



Many safety issues irv schools rely onv a partnership between parents/carers and teachers. As a school, we want

4. How are we doing ab Ashwood Spencer Acadenuy?

Agoodzwalé/foseehwounsdwol/}oip&agmnstﬂerFSTED nwuwnmt&wfooskm%e&ﬂwm5q¢mshm&

l. wameﬂWWWWWWMwmmw
up to- date?

3. How does the school educate and, support parents and, whole school communitiy with online safety?

4, Doe&ﬂﬁbschoobhwee—so{l@pdmmd’ameptoblbuwpolmwplm7 How does the school krow

Whmlboomes,foonlin@sa}e)hg? deogowosses&lt&e%ﬁecﬂwm?

Wemmﬂgwﬂ\@p{m&qﬁwmgmqﬁﬂﬂas abovemmsum}or\asse&smg/ounsdwooys/om
Safety practice. This will help us to- ensure thal it meets the needs o our leamers.

Appendi 2: SMART Online Safety Objectines



5tady Safe oniine

Remember the 5 SMART rules when using the internet and mobile phones.

information - such as your full name, email address, phone
umber, home address, photos or school name - to people you are
chatting with online.

[)330s Meeting someone you have only been in touch with online . 0
can be dangerous. Only do so with your parents’ or carers’ permission mn

@)ﬁﬁﬁs Keep safe by being careful not to give out personal
n

and even then only when they can be present.

a

?) L J{11;1:{X33 Information you find on the internet may not be true,

or someone online may be lying about who they are. Make sure you
check information before you believe it.

know is being bullied online.

T3X1s Tell your parent, carer or a trusted adult if someone or something
) makes you feel uncomfortable or worried, or if you or someone you

Find out more at Childnet’s website ...

www_kidSMart.oro9. vk O Ghicer

Childnet Intemational © 2002-2007 Registered Charity no. 1080173 www.childnet.com ~—* International

Appendirx; 3: Online Safety resources



o Kidsmart hitpt//wewwwkidsmartionguuk/

KW@MM-WMW%WW
WWCM@IMM

ASHWOOD

SPENCER ACADEMY

o  Hector's World, hitpi//wwwwethinkuknow.cowk/5_7/hectorswonld/

Arv excellent; website that outlines all the: dangers to- children online and, how to- tackle eachs one
v turne Aimed, ab parents bubs equally, relesant, Jor teachers.

e Child Exploitations and, Online Protections Centre hitp://wanwn.ceoppoliceuk/
The Child, Exploitations and, Online Protection, (CEOP) Centres works across the UK and,
maximises international links to- deliver as holistic: approachs thal combines police powers with,

o Geb Safe Online hitps://www.getsafeonline.org/

G&S%OWMWWMMWW@M Thesii‘el&spom\ed/bg

o Gnid Club - Cyber Cafe hitpt//wwwwgridclub.com/w3/#/teacher

o Netsmartzkids hitpi//wwwwnetsmartzkids.org/Learn\WithClicky,
Pmmmmmwmcwmmmmwwww
online.

° D'usnﬂé/ Sa}e/sw%ng( hﬁp://www.di&wg.w.uk/DWnlﬂw/Sa}%wW&ﬂd—hmn&hm
DWOW'&SO}@SWW%DW,}%M@MMMDWW, uses o vaniely
q!@}um MWW%MPMMMMW@MW&%W.

e Think U Know hﬁp&'//wwwﬂwmwwoouk/
Th&web&iet&mb@d;bgﬂ\e Child, Explo«tuhomond@nluw Pr*otedloru (CEOP) Centreand/

mobiles, biog,gmg/andfg,onwmg/&b@s/

o Digizen httpi//wwanwdigizen.ong/

Signposts to safety: Teaching e-safely ab Key Stages | and, 27 This is an excellent document,
produced by BECTA that outlines all the: dangers to- children online and, how to- tackle eachs one
v turru

Appendis 4: Acceptable Use Policy (KS2)


http://www.kidsmart.org.uk/
http://www.thinkuknow.co.uk/5_7/hectorsworld/
http://www.ceop.police.uk/
https://www.getsafeonline.org/
http://www.gridclub.com/v3/#/teacher
http://www.netsmartzkids.org/LearnWithClicky
http://www.disney.co.uk/DisneyOnline/Safesurfing/child-home.html
https://www.thinkuknow.co.uk/
http://www.digizen.org/
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*Please note: There are sepamte Aocepiable Use Policies;!lon EYFS, KSI and KS2.

? CEOP REPORT
ceop.police.uk

Ashmeood, Spencer Academy Acceptable Use, Policy Jor Children in KS2

We want all, childrery to feel safe online; always: One of the ways we carv achieve this is

through our Acceptable Use Policy, which sets out key rules for our intemet use iry school

I agree that I wills

Always keep my passwords secretx

Respect the school network, security,

Make sure all messages I send are respectful, considerate and non-offensines
Show a responsible adull any content thaty makes me feel, uncomfortable.
Nobt use my, own mobile deaice iy school unless I am given permission.
Only gise my mobile phone number to friends I knows inv real life and, trust
Only e-mails people I know or who are; approsed, by, my, school.

Only use e~-mail whichs has been provided by schools

Always Jollow the terms and, conditions wherv using as website.

Always check with, o responsible adulb before I share images of myself or others.
Only create and share content that is legal.
Newver meet; arv online friend, without taking as responsible adult that: I know- with, mex

Iwﬁezs&znd#wbmy#ﬂag[dom#wmpubyvmb&mbyoﬂm

A\

PARENTS, PLEASE DISCUSS THE ABOVE RULES WITH YOUR CHILD TO ENSURE HE OR SHE UNDERSTANDS

I am aware of what the CEOP report buttory is and, I know when to use it

I know that aruthing I share may be monitored:

IMMWIMWW%@MMQ&WMMWA&M@MWQwayﬂwa

did not intend,

school, could lead, to: incidents being logged oy CPOMs; pupil and parent meetings and/or intemet restrictions being
Ashwood Spencer Academy Acceptable Use Policy for learmers inn KS2 (reviewed 2020)

THEM. PLEASE CONTACT SCHOOL IF YOU REQUIRE FURTHER GUIDANCE OR SUPPORT WITH THIS.

I home read this document and, T understand, whats T should;dotokeepm.g,sel}sq}& I also



I acknowledge that: I hare received o copy of the Ashivood, Spencer Academiy Acceptable Use Policy, for learners iry
KS2 and/hmedisoussed/lbw«iﬂvmgzdﬂd. Iundenstandﬂwbmg,duld;wdbmgag&wachmhe&wsdﬁoobwhdpﬂﬁm
@ responsible adull; if they are: not sure: aboub something whery using the internet.
Signed, (parent):
SIGNE) (PUPIL): covserersssessssssssss s ssssssssss s s s s sssss s s
Parent, / carer of:

Date:




